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clusterl::*>system node autosupport check show-details -node * -check-type

https-post-destination
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Node: clusterl-01

Category: https
Component: https-post-destination
Status: failed
Detail: HTTPS POST connectivity check failed for destination:
https://support.netapp.com/asupprod/post/1.0/postAsup.
Error: Peer certificate can not be authenticated with
given Certificate Authority certificates.
Corrective Action: Certificate issue. Please make sure you have the
correct

Root Certificate installed
. BEATH Y ATIES

clusterl::>security certificate show-truststore -common-

name AAACertificateServices
There are no entries matching your query.
clusterl::> security certificate show -common-name AAACertificateServices

There are no entries matching your query.

« #:Yserver-CAIEH -~ ONTAP4E A sbiE F5 & HTTPS £ #URL support.netapp.com/asupprod/post/1.0/
postAsupit 1T 4 % 3k
« JbIEF 89N A Z AR 4 AAACerticateServices
o A AT A AR X —M PRk F
o BIAT B BALRA S security certificATEAS 45 7 1% JZ clear :

* clusterl::*>security certificate truststore clear

o BIAT B LA R4 4security certificATE delete :

* clusterl::*>security certificate delete -vserver clusterl -common-
name AAACertificateServices -ca "AAA Certificate Services" -type
server-ca -serial 01

o G11% ID 1221636 2 3R 37 3b 9] A8 4
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clusterl::*>security certificate truststore load

F % Ao 1 T AutoSupportty £ ANiE F

o XA E AAACerticateServicestR it 4

o UTA BREALL AN % ATAAACerticateServices it 4 5 12% ~ Tt FASEH L E ~ B A €T AR A
# % ArE B

o 4% A security certificATE install 44~ :

clusterl::>security certificate install -type server-ca
Please enter Certificate: Press <Enter> when done

MIIEMjCCAxqgAwIBAGIBATANBgkghkiGOwOBAQUFADB7MQswCQYDVQQGEWJIHQJEbMBkGA1UECAWS
R3J1YXR1ciBNYW5jaGVzdGVyMRAwWDgYDVQQHDAdTYWxmb3JkMRowGAYDVQQKDBFDb21vZG8gQO0Eg
TG1ltaXR1ZDEhMB8GAlUEAWWYQUFBIENl1cnRpZmljYXR1IFNlcnZpY2VzMB4XDTAOMDEWMTAwWMDAwW
MFoXDTI4MTIzMTIzNTk1lOVowezELMAkKkGA1UEBhMCROIxGzAZBgNVBAgMEkdyZWFO0ZXIgTWFuY2hl
c3R1cjJEQMA4GAlUEBWWHU2FsZm9yZDEaMBgGA1UECgwRQ29tb2RvIENBIExpbW10ZWQxITAfBgNV
BAMMGEFBQSBDZXJ0aWZpY2F0ZSBTZXJ2aWN1lczCCASIWDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBAL5AnfRu4ep2hxxNRUSOvkbIgwadwSr+GB+0O5AL686tdUIoWMQuaBtDFcCLNSS1UY8y2bmhG
ClPqyOwkwLxyTurxFa70VJoSCsN6sjNgdtqIVEMiWPPe3M/vgd4aijIJRPn2jymIJBGhCfHdr/
jzDUs

i14HZGWCWEiwqJH5YZ92IFCokcdmtet4dYgNW8IoaE+oxox6gmf049vYnMlhvB/
VruPsUK6+3gszW

Y19z jNoFmag4gMsXeDZRrOme9Hg6 jc8P2ULimAyrL580Ad7vn51J8S3frHRNG511R8X1KdH5kBjH
Ypy+g8cmez 6KJcfA3Z3mNWgQIJ2P2N7Sw4ScDV7oL8kCAWEAAaOBWDCBVTAdBgNVHQ4AEFgQUOBEK
I1z6W8Qfs4q8p74K1£fIAwpLOWDGYDVROPAQH/BAQDAGEGMASGALUJEWER/
wQFMAMBAf8wewYDVROf
BHQwcjA40DagNIYyaHROcDovL2NybC5jb21vZG9jYS5jb20vQUFBQ2VydGlmaWNhdGVTZXJ2aWN1
cy5jcmwwNgAOoDKGMGhOdHAG6LyYy 9 jcmwuY29tb2RvIm51dCO9BQUFDZXJ0aWZpY2F0ZVN1lcnZpY2Vz
LmNybDANBgkghkiGO9wOBAQUFAAOCAQEACFb8AVCb6P+k+tZ7xkSAzk/
ExfYAWMymtrwUSWgEdujm

713sAg9g101QGE8mMTgHj5rC17r+8dFRBv/
38ErjHT1r0iWAFf2C3BUrz9vHCv8S5dIa2LX1rzNLz
RtOvxuBqw8MOAyx91tlawg6nCpnBBYurDC/zXDrPbDdVCY£feUOBsWO/
8tqtlbgT2G9w84FoVxp72Z

© 2023 NetApp.No part of this document covered by copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical,
including photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission of the copyright owner. For more
information, see Legal Notices.


https://docs.netapp.com/us-en/ontap-cli-9141/security-certificate-truststore-load.html
https://docs.netapp.com/us-en/ontap-cli-9141/security-certificate-install.html
https://www.netapp.com/us/legal/copyright.aspx
https://www.netapp.com/us/legal/index.aspx

8V1IMCF1lA2zs6SFz7JsDoeA3raAvVGI/
6ugLOpyypPEBMs10UIJgsil2D4kF501KKaU73ygWjgom7C
12yxow+ev+to51byrvLjKzg6CY¥GladXXvi3tPxq3smPi9WIsgtRGAEFQ8TmDn5XpNpaYbg==

You should keep a copy of the CA-signed digital certificate for future

reference.

The installed certificate's CA and serial number for reference:
CA: AAA Certificate Services

serial: 01

The certificate's generated name for reference: AAACertificateServices
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clusterl::>system node autosupport modify -node <node> -transport https
-support enable -validate-digital-certificate false
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